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Introduction

The trial implemented ENUM under the official 1.3.e164.arpa. tree. See chapter about the status of 1.3.e164.arpa. ENUM tree
.

Scope

The scope of the trial was to establish an infrastructure and processes for commercial deployment of ENUM.
AG Projects has no affiliation with Dutch ENUM working group NLEG. AG Projects’ ENUM Trial is a private initiative of AG Projects to which volunteers, customers and partners of AG Projects have contributed. 

AG Projects ENUM Trial used the guidelines defined by NLEG (it complies with all operational requirements defined in Annex 4).

For final report go to:

http://www.enum.nl/rapport/ENUMinNetherlands.pdf
For full compliance document go to:

https://secure.dns-hosting.info/docs/ManagedDNS-NLEG-Appendix4.pdf
Duration

The trial started in May 2003 and ended in December 2003.

Results

The results of this trial have been compiled into: 

1. A set of recommendations to be shared with similar initiatives from other countries  

2. Functionality implemented on AG Projects’ Managed DNSTM platform

3. ENUM business model delivered to commercial companies

Business case

The Trial answered
  the following questions:

1. How to build a business model around ENUM

2. Marketing strategy and timing

3. Identifying CAPEX and OPEX (costs)

4. Investment protection strategy

From a business perspective, convergence means for the Provider the following:

1. Easy invoicing (one invoice in place of two or more)

2. Reduced ownership costs

3. Simplicity of business processes

Next Generation Networks should deliver the long promised simple business model: 

[image: image1.wmf]
ENUM is a Convergence tool, an Enabler for a streamlined revenue generator where Next Generation Networks provides the basis for running the service.

Trial Result Summary

As intended by the Trial, a business model was generated and implemented. 

The Provider now can use the mechanism to get a Subscriber IN and an Invoice out.

Follow-up on Results 

The success of the Trial brought positive and immediate results to all the parties involved. Built-in functionality allows now quick service creation ENUM based.

As a direct result of the Trial, there are currently two new products to be launched on the Dutch and European markets momentarily.
ENUM Trial Infrastructure

The following resources were used during the trial:

Numbering plan

	Geographical numbers
	+31-20-80051XX

	Geographical numbers
	+31-20-80052XX

	ENUM Range:
	5.0.0.8.0.2.1.3.e164.arpa


Equipment and network

	Asset
	Model
	Vendor

	Gateway (TDM/SIP)
	2621
	Cisco

	Gateway (TDM/SIP)
	Asterisk
	Digium

	Class5 switch
	AXE10 (IN+SSP)
	Ericsson

	Class4 switch
	IPNX (SP)
	World Telecom Labs

	Domain registration
	API for global TLDs
	Network Solutions

	DNS server
	BIND and Power DNS
	ISC, Power DNS

	SIP Proxy/Registrar 
	SIP Express router
	IPTEL

	SIP soft-phone
	X-lite
	X-Ten 

	SIP hard-phone 
	Snom
	Snom Technology

	SIP telephone adaptor
	ATA
	Cisco

	Provisioning
	Managed DNSTM Platform
	AG Projects

	NAT Traversal
	SER Media Proxy
	AG Projects

	CDR mediation and billing
	OSS CDRTool
	AG Projects


People

	ENUM Subscribers
	76 private individuals

	ENUM Subscribers
	4 commercial companies

	ENUM Providers 
	2 Dutch Telecom providers

	Labor costs
	1480 man/hours


ENUM Trial Infrastructure diagram
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Status of 1.3.e164.arpa. Top Level Domain

DNS

; <<>> DiG 8.3 <<>> NS 1.3.e164.arpa 

;; ANSWER SECTION:

1.3.e164.arpa.          1D IN NS        bureau.sidn.nl.

1.3.e164.arpa.          1D IN NS        dns.kpn.com.

;; AUTHORITY SECTION:

1.3.e164.arpa.          1D IN NS        dns.kpn.com.

1.3.e164.arpa.          1D IN NS        bureau.sidn.nl.

;; ADDITIONAL SECTION:

bureau.sidn.nl.         7h57m52s IN A   193.176.144.162

bureau.sidn.nl.         11h34m37s IN AAAA  2001:610:118:0:290:27ff:fe9c:2386

dns.kpn.com.            34m2s IN A      145.7.191.35
WHOIS

domain:       1.3.e164.arpa

descr:        ENUM for the Netherlands

admin-c:      TdH11-RIPE
tech-c:       HV169-RIPE
zone-c:       HV169-RIPE
nserver:      dns.kpn.com

nserver:      bureau.sidn.nl

notify:       thomas.dhaan@dgtp.minvenw.nl

mnt-by:       VENW-DGTP
mnt-lower:    VENW-DGTP

changed:      hostmaster@ripe.net 20020828

source:       RIPE

person:       Thomas de Haan

address:      Ministerie van Verkeer en Waterstaat

address:      Willem Witsenplein 6

address:      2596 BK Den Haag

address:      the Netherlands

phone:        +31 70 351 6372

fax-no:       +31 70 351 1110

e-mail:       thomas.dhaan@dgtp.minvenw.nl

nic-hdl:      TdH11-RIPE

remarks:      responsible for the E.164 country code

notify:       thomas.dhaan@dgtp.minvenw.nl

changed:      D.dBreejen@mdi.rws.minvenw.nl 20020828

source:       RIPE

person:       Harry Verkooijen

address:      Ministerie van Verkeer en Waterstaat

address:      P.O. Box 5023

address:      NL-2600 GA  DELFT

phone:        +31 15 2512512

fax-no:       +31 15 2578729

e-mail:       h.j.j.verkooijen@mdi.rws.minvenw.nl

nic-hdl:      HV169-RIPE

remarks:      responsible for the technical operations

notify:       h.j.j.verkooijen@mdi.rws.minvenw.nl

notify:       thomas.dhaan@dgtp.minvenw.nl

changed:      D.dBreejen@mdi.rws.minvenw.nl 20020828

source:       RIPE
ENUM Entities

The trial identified two primary entities
  for which a different functionality was implemented. 

1. ENUM Provider 

Entity that has resources ready to be traded  to ENUM Subscriber

2. ENUM Subscriber

Entity that is interested in using the new services  offered by ENUM Providers

As each of the two entities requires a different approach and expects different functions in order to operate, the system consists of multi-user, multi-language web interface and the underlying infrastructure. 

Managed DNS provides one consolidated interface serving multiple DNS servers, SIP registrars, Class5 switches,  Domain Registration,  access to Call Detail Records, billing and support systems.

ENUM functionality implemented 

What Providers want

Telecom companies have been identified as potential  ENUM providers. They already have a customer base and they are now interested to diversify their product range in order to keep and even increase that base.

ENUM provides the opportunity for creation of new products and services.

Integration with current business processes is a top priority among Telecom providers (Billing, Customer Care- Support, E & O). Providers want low TCO, Disaster Recovery Plan, Support and easy to bill services. ENUM can be easily adopted into existing businesses allowing them the much needed product diversification.

What Subscribers want

ENUM Subscribers, among others features, want number portability, plug and play communication, transparency over costs (and not NAPTR management).

In order for the ENUM Subscriber to reach his goal an abstraction layer should exist between all components.

ENUM Provider functionality

ENUM 

· Register ENUM domains under 1.3.e164.arpa with Tier1 Registry (SIDN)

· Provision DNS zones for registered ENUM domains (ENUM zones)

· Designate ENUM zones as public. Public ENUM zones are available for ENUM subscribers

· Receive notifications for applications from ENUM Subscribers

· Validate ENUM applications based on policy and available legal framework

· Notify users about application approval/rejection

· Provision NAPTR records under own ENUM zones

· Search/Insert/Update NAPTR in both formats (DNS reverse notation or E164 direct notation)

· Delegate NAPTR record administration to ENUM Subscriber

· Access to NAPTR records in simple (NAPTR helper) and advanced (RFC) mode 

· Syntax check for NAPTR records based on RFC2916bis and RFC3004

· Logical checks for NAPTR records based on human logic

· Log changes with version control and roll-back capability

· Assign REMOTE-PARTY-IDs (Network assigned Caller Id) to ENUM Subscribers

IP Telephony 

· Provision DNS zones corresponding to registered domains

· Enable SIP for domain (add SRV records in DNS zones)

· Designate certain zones as “public SIP zones” ready  for ENUM Subscribers

· Provision SIP accounts corresponding to NAPTR records

· Delegate SIP accounts to ENUM Subscribers

· Communicate the SIP settings to ENUM Subscribers 

Domain registration

· Register Internet domains 

PSTN 

· Provision DDIs in Class5 switch

· Provision CLIs in Class5 switch

Billing 

· Access to Call Details Records generated by ENUM Subscribers

· Generate monthly specifications and consolidate invoices in PDF format

Support

· Receive tickets generated by ENUM Subscribers

· Link trouble tickets with DNS zones, Internet domains and set of results of Call Detail Records

· Send notifications on ticket updates

ENUM Subscriber functionality

ENUM 

· Apply for ENUM number in available public ENUM zones

· Select a public designated SIP domain for his IP telephony account

· Wait for validation

· Receive notification on activation

· Provision delegated NAPTR records in friendly interface (NAPTR helper)

· Logical checks based on user input

IP Telephony 

· Receive usage instructions

· Download SIP software

· Configure SIP account

Domain registration

· Register Internet domains 

· Create personalized SIP aliases and forward them to assigned ENUM Subscription

Billing

· Access to owned Call Detail Records 

· Access to consolidated monthly specification and invoice in PDF format

Support

· Report problems using a Trouble ticket system

· Receive notifications on ticket updates

ENUM Registration workflow

The link between the parts and entities have been merged into one flow that follows this logic scheme:
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Statistics

The following usage statistics have been collected at the end of the Trial:

	ENUM Subscribers
	76

	Non 0 second calls
	3674 calls

	Call time duration
	179750 minutes

	Number of domains
	12 domains

	Number of e164.arpa zones
	6 zones

	E1 trunks
	2


Recommendations 

AG Projects’ ENUM Trial performed during 8 months with over fifty users led to the following conclusions
:

In the context of ENUM, NAPTR records must evolve from simple DNS records into manageable entities that interact in a logical way with people and machines.

DNS Hosting, Storage and WHOIS

1. User ENUM should be implemented in the form of discrete records within well known delegated zones as opposed to making a new zone for each number

2. Version control should be DNS Record based and not DNS Zone based

3. Storage of  WHOIS information per ENUM subscriber is not feasible

4. DNS name-transfer mechanism is not suitable for real-time replication among multiple servers. Other mechanisms like non-cached results and back-end replication should be deployed  for redundancy

NAPTR record manipulation

1. There must be dedicated management functions from Provider and Subscriber perspective

2. There should be a high level of control from Provider perspective (access to all NAPTR fields)

3. There should be an abstraction layer between for the ENUM Subscriber to reach his goal (number portability, plug and play communication)

4. Read/Write access to NAPTR records must be possible from a Helpdesk with multiple operators

5. Changes in ENUM zones should be performed real time and not committed in batches

6. Syntax check based on RFCs is not enough, it must be combined with human logic check

Version control

1. Changes of NAPTR records should be logged in such way that it is possible at any later moment to see the values before and after the change as well as the current values

2. Any previous change on the NAPTR records should be possible to be reapplied back to the existing record values (roll-back) 

3. Access to version control and roll-back should be possible only from the right context (Provider may see full log and reverse changes, the subscribers might not, this should be implemented according to laws in place or carrier internal policy) 

Validation and authentication

1. Validation of ENUM applications cannot be 100% automated, human intervention is required

2. Little was done in this area by this Trial, lessons should be learned from other Trials

Security and privacy

1. ENUM Numbers should not be mapped to meaningful names in the destination address. Aliases should be used to point to the real accounts and not NAPTR records

2. SIP subscribers should be allocated a Caller ID by the Network provider to avoid impersonation or/and evade billing

3. User should become aware of his exposure when populating DNS with his contact details.

NAPTR Record Environment

Designing and implementing a mechanism to manipulate NAPTR records requires above all a good understanding about the environment in which NAPTR lives.

NAPTR Records are not lonely entities, they depend on and interact with external entities, like Organizations, Providers, Subscribers, Standards, Protocols and Networks. Failing to understand this will lead to development of a Yet Another Advanced DNS Editing Tool but it will not help build a business model around it. 
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The software that manipulates NAPTR records should create triggers and mechanisms to exchange data with the rest of the entities.

Contacts with NLEG 

In 2003, AG Projects initiated contact with members of ENUM working group (NLEG
) with the purpose of kick-starting a national trial. 

2003-04-24 – Adrian Georgescu submits open proposal to NLEG to make use of existing Managed DNS platform for a national ENUM Trial.

2003-06-25 Jaap Akkerkuis (SIDN)  did not respond to emails.

2003-07-26 (Amsterdam/NL) Contact with Peter Nooren from KPN (TNO Telecom division). Peter provided useful information about NLEG activities and the roles of each entity. 

2003-10-14 (Brussels/BE)  Meeting with Hendrik Rood (consultant for OPTA). Hendrik provided important information about ENUM activities to date in NL. 

2003-10-22 (den Hague/NL) Meeting with Pim van Stam (NLIP). NLIP is the current web site maintainer for www.enum.nl. 

2003-10-22 (den Hague/NL) Meeting with Thomas de Haan (DGTP/EZ), chairman of NLEG . DGTP is currently the zone owner of 1.3.e164.arpa. 

About

About Managed DNS(TM)

AG Projects Managed DNS(TM) is a reliable and low cost integrated solution for managing DNS zones, Internet domains, Voice over IP and Telecom numbering plans. Managed DNS™ has been designed to support UMTS (IP version 6), SIP Signaling and ENUM (map PSTN numbers into Internet names). With presence in multiple geographical locations, redundant components, a version control system and a disaster recovery plan, it provides a high-availability carrier class infrastructure.
About AG Projects

AG Projects provides consulting and managed services focused on the convergence of Telecom and Internet into the Next Generation Networks. 

For more information visit www.ag-projects.com or call +31-20-8005299

About Third-parties

Due to be released in upcoming press releases.

About Adrian Georgescu
Adrian Georgescu received a Bachelor of Science in Electrical Engineering from Bucharest Polytechnic University in 1996. Between 1996 and 1999, Adrian Georgescu worked in Engineering and Development for Tomrad Communications and Esprit Telecom. He subsequently acquired several positions in Operations reporting to VP level in Global Telesystems (2000), Ebone (2001) and KPNQwest (2002).

He started in 2000 ITJOBS, a Software Development and Recruitment Company. In 2002 Adrian, after 7 years of diversified and progressive management experience within Telecom and Internet industries, started AG Projects. 

AG Projects focuses on developing convergence systems for Next Generation Networks.

Platform diagram

[image: image5.jpg]Managed DNS Platform

Version 1.2

Virtual Hosts
NS1 81.23.228.131
10.0.0.141
NS2 80.247.197.194
WS 81.23.228.135
81.23.228.138
Real Hosts
NS3 81.23.228.139 (Bondo)
10.0.0.139 (Bond1)
10.0.10.139  (Eth4)
NS4 81.23.228.140 (Bondo0)
10.0.0.140 (Bond1)
10.0.10.140  (Eth4)
NS5 80.247.197.195 (Eth1)
10.20.20.195  (Etho)
NS6 80.247.197.196 (Eth1)
10.20.20.196  (Eth0)
WS1 81.23.228.136 (Bond0)
10.0.0.136 (Bond1) 1
HP 1 Pub 7 HP 2 Pub
ws2 81.23.228.134 (Eth1) Ser0
1000134 (Eth0) I 1
8
WEBCAM
Bond0
10 10
3 3 3 2 2 2 4 4 5 Eth1 Eth3
Tt 1~ - """~ """~ °T°T"TTTTTTTTTSTTTTAITTTTRTTTTYTTTTTTY [ At e
! Ethd  Et1 Etha  Eth1__ Eth3 | ! Eth _ Eh3 Eth1 i ﬂl MAIL1 I—sﬂ
| Bond0 Bon ; i Bond0 :
L 1 ! 1
‘ NS3 NS1 NS4 ! ‘ WSs1 ws ws2 ] Eth2 Etho
| Bondl €0 | »| Sero Bon . | Bondl Sel | » Sert i 221Bond1|??
: RIC  Eth2  Etho RIC  Eth2  Eth0 ! | Ser0  Eth2 Eth0 Ser0 Etho :
20 15 15 19 14 14 16 16 17
HP 2 Priv HP 1 Priv
Virtual Hosts
DB-LOG  10.0.0.130 |
Real Hosts
DB-LOG1  10.0.0.131 (Bondo)
10.0.1.131 (Eth2) 18 18 24 24
[ b tninieiet (neinieie piiinintininietteieiietedesinteint . rininininl minieiint ininieiniinh-
DB-LOG2  10.0.0.132 (Bond0) ! Ser0 Eth1 Eth0 Ser0 Eth1 EthO i
10.0.1.132 (Eth2) ! Bond0 Bond '
1
MAIL 81.23.228.129 (Bond0) : DB-LOGH1 DB-LOG DB-LOG2 1
10.0.0.129 Bond1 ' = = !
¢ ) E Syslog Server Eth2 Eihi2 DHCP Server | |
Internet
B I
/ Ethi Ethi !
i Ser0 | Ser0 !
: )
' NS5 NS2 NS6 !
i Etho | »| Etho !
1 )
! 1














































































































� Interaction with Tier1, identity check of ENUM subscribers and other issues have not been dealt with as they were either not available or did not have an influence on the Trial mechanism. 


� The trial has been developed by technical people with proven operational and business experience but with no marketing, finance or commercial training.


� To circumvent missing delegation procedures under 1.3.e164.arpa, all IP equipment involved in the ENUM Trial has been setup to use Managed DNS Platform for name resolution.


� Terminology about ENUM is still evolving. Infrastructure ENUM, Provider ENUM, User ENUM are virtual spaces that cross each other. The definitions, terms or descriptions used in this document might not fit the descriptions of others. 


� These recommendations should be merged with existing and future recommendations emerged from other trials. 


� Note: NLEG website (� HYPERLINK "http://www.enum.nl" ��www.enum.nl�) has outdated information.
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